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Topics

e Recent Incidents

e Court Cybersecurity Basics
e Standards
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Equifax Data
Breach

e 2017
EQUI'F' pesom Euswss Govsamem ABOUT US = I o Your personal
Bl financial information

POWERING THE WORLD 3

WITH KNOWLEDGE D




Staying Safe on the Information Superhighway

EXACTIS
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Exactis

e 2018

e Your personal
marketing

e | information
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Facebook

e 2018

e Your personal
marketing
information

e Your psyche
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Tesla

e “Tesla sues former
employee for sabotage
and intellectual

ooy ekt Connection p ro p e r ty th e ft . ”

e Insider threat

Every company neacs ko wirmy about the insicer threar, and Tesla i o
axapnon




Staying Safe on the Information Superhighway

Location Data

e Cell phone data
e Real time

US cell carriers are selling access to your
real-time phone locatlon data
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Ransomware

e Still going strong! Dreesmas
e Backups

Payment will be raised on

5/15/2017 16:25:02

Time Left

Your files will be lost on
511972017 16:25:02

Time Left

\What Happened to My Computer?

Can | Recover My Files?

Qoops, your files have been encrypted!

Y our impartant files are encrypted.

Many of your docurnents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
way to recover your files, but do not waste your time. Nobody can recover your
files without our decryption service.

Sure. We guarantee that you can recover all your files safely and easily. (Butyou _|
have not so enough time. )

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

If you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you wont be able to recover your files forever.

Send $300 worth of bitcoin to this address:

152G qZCTeys6eCjDKE3DypCjXi6 QWRVEV1
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Crypto Mining

e Alternate to
ransomware

e Uses your resources




Staying Safe on the Information Superhighway

What Hackers

Want
* Money

e Resources

e Information
e Fame/Status
 Just because

 White Hat - improved
security/privacy

12/1/2017 Footer




Who is Hacking

Organized Crime
State sponsored

hackers

Hacktivists

Individuals - Black
Hat, White Hat
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FEATURE

BY TERI ROEBINSOMN FEBRUARY 5, 2018
After the breakup of the Soviet Union stripped it of influence,

seems determined to reassert itself as a ...in cyberspace. Teri
Robinson reports.




AOC

e OQur firewall blocks 2.5
million attacks a day

e March 1, 2018 - we
still received
unblocked traffic from
90 countries

12/1/2017

Footer



Layers of
Defense

* Physical security
e [PS/IDS
e Firewalls

e Passwords
 Policy

e Antivirus

e Software updates
e Etc.

12/1/2017 Footer
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Arkansas
Courts

e User Training

e Network Security

* Transmission of Data
to the AOC

e Audits

ARKANSAS COURT STRUCTURE |

1 Chie Justice, & Associole Jushoes

77 Couwrty, 178 Deponments
00 Jucges slected 10 a 4-year term
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Legislative Audit

* AR Legislative Audit IS Best Practices

e http: //www.arklegaudit.gov/!userfiles /editor/d
ocs/Resources/1S%20Best%20Practices.pdf



http://www.arklegaudit.gov/!userfiles/editor/docs/Resources/IS%20Best%20Practices.pdf
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) B 5 Contrets

Top 20
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Basic CIS Controls

L]
Inventory and Control of Hardware Assets o Imventory and Control of Software Assets e C u r 1 t .y

Continuous Vulnerability Management Controlled Use of Administrative Privileges

Secure Configuration for Hardware and Software on Maintenance, Monitoring and Analysis of Audit Logs
Mobile Devices, Laptops, Workstations and Servers

o undational cis contre e Controls broken down
e et with sub-controls that

Limitation and Control of Network Ports, Protocols and Data Recovery Capabilities
Senvices

sors ottt D Lk ali gn with NIST

Data Protection Controlled Access Based on the Need to Know
Wireless Access Control Account Monltoring and Control

Organizational CIS Controls

@ Implem: 5 and Tralning Program Application Software Security

@ Incident ment enetration Tests and Red Team Exercises




NIST /OWASP

 National and
International
Standards

e This is what the AOC
strives to implement!
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Questions?




	Slide Number 1
	Topics
	Equifax Data Breach
	Exactis
	Facebook
	Tesla
	Location Data
	Ransomware
	Crypto Mining
	What Hackers Want
	Who is Hacking
	AOC
	Layers of Defense
	Arkansas Courts
	Legislative Audit
	Top 20
	NIST/OWASP
	Questions?

