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Where we were

Where we are

Resources and Mitigation

AOCs

Crawford County Ransomware



2014

Largely single computers

1 bitcoin ransom – about $300



Now
Ransomware is a billion-dollar 
industry.

Shifted from individual machines to 
network breach, lateral movement, 
exfiltration.
◦ Double Extortion

◦ Triple Extortion

Cybersecurity focus/talk has shifted 
from prevention to recovery to 
RESILIENCE.

“Failing gracefully and recovering 
quickly”



https://thycotic.com/resources/ransomware-survey-and-report-2021/

https://thycotic.com/resources/ransomware-survey-and-report-2021/


$925,162

*Average ransomware payment as seen by Palo Alto response team
https://www.paloaltonetworks.com/blog/2022/06/average-ransomware-payment-
update/#:~:text=The%20numbers%20are%20startling%3A%20The,rose%2071%25%20from%20last%20year

https://www.paloaltonetworks.com/blog/2022/06/average-ransomware-payment-update/#:~:text=The%20numbers%20are%20startling%3A%20The,rose%2071%25%20from%20last%20year


Resilience
Prevention – much the same as it ever was

Recovery – also much the same as it ever was

Are you improving? 

Is incident response to cybersecurity events included in your COOP? 
◦ Do you have a plan? 

◦ Have you trained on it? 

◦ Have you exercised it? 





Resources
Multi State Information Sharing and Analysis Center (MS-ISAC) https://www.cisecurity.org/ms-isac

◦ Free services and products. Become a member! https://learn.cisecurity.org/ms-isac-registration

Cybersecurity & Infrastructure Security Agency (CISA) https://cisa.gov
◦ Stop Ransomware  https://www.cisa.gov/stopransomware

National Center for State Courts https://ncsc.org (search on “cybersecurity”)
◦ Cybersecurity Basics for Courts https://www.ncsc.org/__data/assets/pdf_file/0014/15251/cybersecurity-

2020-01-06.pdf

No More Ransom https://nomoreransom.org
◦ Prevention advice, identification and decryption tools

https://www.cisecurity.org/ms-isac
https://learn.cisecurity.org/ms-isac-registration
https://cisa.gov/
https://www.cisa.gov/stopransomware
https://ncsc.org/
https://www.ncsc.org/__data/assets/pdf_file/0014/15251/cybersecurity-2020-01-06.pdf
https://nomoreransom.org/


CISA Short list of Ransomware 
Mitigations

CISA recommends the following precautions to protect users against the threat of ransomware:

Update software and operating systems with the latest patches. Outdated applications and operating 
systems are the target of most attacks.

Never click on links or open attachments in unsolicited emails.

Back up data on a regular basis. Keep it on a separate device and store it offline.

Follow safe practices when using devices that connect to the Internet. Read Good Security Habits for 
additional details.

◦ Password Security

◦ Public networks and Wi-Fi

◦ Suspicious Emails

◦ Patching

https://www.cisa.gov/stopransomware/ransomware-faqs

https://www.cisa.gov/stopransomware/ransomware-faqs


It’s not if, it’s when.



May/June 2021

APT 41 Intrusion



AOC

May/June 2021

APT 41 Intrusion

In MS-ISAC releases and the media

https://www.cnbc.com/2022/03/09/china-state-backed-hackers-compromised-6-us-state-governments-report.html

https://www.cnbc.com/2022/03/09/china-state-backed-hackers-compromised-6-us-state-governments-report.html


APT 41 Group
Indicted by DC Grand Juries in 2019 
and 2020 for Unauthorized Access to 
Protected Computers, Aggravated 
Identity Theft, Racketeering, Money 
laundering, Fraud, Identity Theft, 
Access Device Fraud.

Ransomware attacks included in their 
arsenal/techniques.

https://www.fbi.gov/wanted/cyber

https://www.fbi.gov/wanted/cyber


Root cause unknown – log4j?

Server was segmented from the rest of the network – no lateral movement.



Other AOCs
Kentucky – Twice (2014, 2019)

Georgia (2019)

Texas (2020)

Alaska (2021)

Kentucky recording: https://cdm16501.contentdm.oclc.org/digital/collection/tech/id/978

Texas and Alaska recording from NCSC Webinars https://vimeo.com/683293406 (requires free 
vimeo account)

https://cdm16501.contentdm.oclc.org/digital/collection/tech/id/978
https://vimeo.com/683293406


https://www.nwahomepage.com/news/crawford-county-reeling-from-ransomware-cyberattack/

https://www.nwahomepage.com/news/crawford-county-reeling-from-ransomware-cyberattack/




http://obqregdsd7dmilzf3aqvegn3sofpufsvb2n3m2dvwfhsgthemvyi44qd.onion 



Questions?

Dain Couch          dain.couch@arcourts.gov 501-410-1963

mailto:dain.couch@arcourts.gov

