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Agenda
 What is a bitcoin?
 Cybersecurity Threats
 Steps you can take
 Legislative Audit

• Application Checklist
• Network Checklist



Bitcoins
 What is a bitcoin?
 Why bitcoins?
 How do I get bitcoins?



Ransomeware
 Latest, greatest threat
 Why ransomeware?
 Recent incidents
 Close to home



Extortion

http://www.infoworld.com/article/3062552/security/how-to-tell-if-youve-been-hit-by-fake-
ransomware.html

http://www.coinfox.info/news/5387-fake-hackers-collect-more-than-100-000-in-ransom



Hactivism
 What is hactivism?
 Why is it a threat to us?

• Transgender
• Abortion
• Gun Control
• Death Penalty
• Racism



Foreign Actors
 Target Government Organizations
 Cybersecurity Powerhouses
 ISIS - AR Librarians



Targets of Opportunity
 No more than 5 – 6 words on a line
 No more than 3 bullets
 The PPT is a summary of the discussion NOT 

word for word documentation 



Insider Threat
 Unintentional
 Intentional



Phishing
 What is phishing?
 Effectiveness



Steps to Take

What can courts do?  
What can you do? 



Prevention
 Firewalls
 IPS
 Antivirus
 Software Updates
 User Training



Detection
 IDS
 SIEM



Legislative Audit
 IT Best Practices
 Application Checklist
 Network Checklist



Application Checklist
 Contexte is assessed
 User access
 Account reviews



Network Checklist
 Court responsibility
 Accounts
 User access
 Virus protection
 Disaster Recovery
 Backups



Questions?


